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A. Course Introduction:

The flow of information to policy makers, particularly on critical area of foreign affairs and national security has been greatly influenced by what intelligence agencies generate and by their posture toward foreign policy and security policy issues. This course will examine the role of strategic intelligence and intelligence agencies as a tool of government policy making.
The course will cover the life cycle of strategic intelligence from the collection of data to the formulation of analytic judgments. It will focus on the impact of the intelligence process and the products of intelligence on security policy-making, and hence upon a global environment in an
information age. The emphases will be on contemporary intelligence issues and processes, but will

include the greater use of the analytic skills at the corporate and government levels.

Lectures, reading materials, and media presentations will review the evolution, structure,
and current responsibilities of the U. S. and Korean intelligence communities, as well as touch slightly upon the intelligence apparatus of various nations (e.g. China, and Japan). Most of the comparative aspects of the intelligence community in various countries we occasionally discussed in the class through the participant’s reading effort of the materials distributed in the seminars.

Especially, the course is designed to help participants acquire open materials and analyze

them in order to understand the current affairs relating to the national security and intelligence.
Seminar class will always be based on the assumption that participants not only have done assigned readings but are capable of comprehending it on their own.
B.    Goals of the Course:

This seminar course is designed to produce a student who understands:
· The role of intelligence in national security policy and strategy;

· How intelligence requirements are generated at all levels, tactical to national:

· The capabilities and limitations of the intelligence collection disciplines;
· How to conduct thorough and incisive intelligence analysis;

· How to use the various intelligence data bases and analytical tools;

· How to conduct regional intelligence analysis by integrating military, geographic, political, economic and social data;

· How to write a clear,, concise, and cohesive intelligence report;
B. Course Contents:
(March 5 -12: 6 hours)
The 1st Session: What is Intelligence?

This session provides a brief overview of the course. After introducing some key concepts

and debates, it asks how political science can contribute to the study of intelligence.

· Introduction of the course

· National Security and Strategic Intelligence
· Comprehensive understandings about the National Intelligence
Readings:

1. Abram N. Shulsky, “What is Intelligence? “ Silent Warfare: Understanding the World of Intelligence (New York: Brassey`s Inc., 1991), Chapter 1, pp. 1 - 9.
2. Bruce D. Berkowitz and Allan E. Goodman, “Strategic Intelligence Today” Strategic Intelligence for American National Security (Princeton: Princeton University Press, 1989). Chapter 1, pp. 3 - 29. 
3. ____________, “The Problem: Providing Intelligence in a Changing World,” Best Truth: Intelligence in the Information Age (New Haven: Yale University Press, 2000),

Chapter 1, pp. 1 – 29.
4. Mark M. Lowenthal, “Introduction – What is “Intelligence?” Intelligence: From Secret to Policy (Washington, D.C.: CQ Press, 2000), Chapter 1, pp. 1 – 9.  
5. Michael Warner, “Wanted: A Definition of “Intelligence”, Studies in Intelligence (Journal of of American Intelligence Professional) Vol. 46,No. 3 (2002), 10 pages 
6. Abram N. Shulsky ad Gay J, Schmitt, “The Future of intelligence,” The National Interest, Winter 1994/95, pp.63 – 72.

.

(March 19: 3 hours)

The 2nd Session: Concept of National Security
This session examines the principal roles of intelligence in national security policy

formulation, in the provision of strategic and tactical waning, in providing support for military

operations and in covert action. The difference between tactical and strategic intelligence is

discussed.
· Concept of "National Security" (See diagram)
· National Values and Interests to be protected/Freedom, Survival and Prosperrity

· Military security/Security environment; 

· Diplomatic Policy

· Alliance, Negotiations, International Organizations

· Defense Policy 

· Threat estimates, strategy, 

· Force structure, arms system, and force deployment;

· Economic Policy

· Foreign Aid, Arms Transfers, Trade

· CIA and National Security Posture
· New Concept of ”National Intelligence

· Nature and types of military intelligence(i.e., areas of research concerns as followings)
A. Global security environment: world political, military and economic trends; the sources of potential regional conflict; and emerging threats to national security

B. Structuring and employing military forces: the development of effective security structures; force employment concepts; analytic techniques
C. Personnel, training and health policy: the most critical element of an effective military capabilities – people

D. Military logistics and infrastructure: logistics systems and policies; and strategires for creating an effective and efficient defense infrastructure

E. Military acquisition and technology: preserving technology edge – on a budget
· Economic intelligence/Science and Technology information

· Secret military information

Readings:
1. Daniel Kaufman, et. al., “A Conceptual Framework,” US National Security Policy 

(Lexington Books, 1985) Chapter 1, pp. 3 - 26.
2. Colonel John Hughes-Wilson, “On Intelligence,” Military Intelligence Blunders and Cover-ups (New York: Carroll & Graft Publishers, 2004), Chapter 1, pp. 1 – 15.
3. Jeffrey W. Wright, "Intelligence and Economic Security," International Journal of Intelligence and Counter-intelligence, Vol. 5, No. 2 (Summer 1991). pp. 203 - 221.

4. Randall M. Fort, "Economic Espionage: Problems and Prospects", Economic Espionage (Washington, D. C.: Consortium for the Study of Intelligence, 1993). pp. 1 - 29. 

5. Marc A. Levy, "Is the Environment a National Security Issue?" International Security Vol. 20, No. 2 (Fall 1995) pp. 35 - 62.

6. Phil Williams, "Transnational Criminal Organizations: Strategic Alliances,” Washington Quarterly Vol. 18, and No. 1 (1994) pp. 57-72.

(March 26 - April 2: 6 hours)

The 3rd Session: The U. S. Intelligence Enterprise and Others
This session will explore the organization and functions of the U.S. Intelligence

Community, its interactions with national security policymakers, key issues about its workings, and the challenges it faces in defining its future role. The events of 9/11 and the invasion of Iraq have focused new attention on national intelligence, including the most significant reorganization of the community since the National Security Act of 1947. The course will highlight some of the major debates about the role, practices, and problems of national intelligence.
· The U. S. Intelligence Community

· Chinese Intelligence Operations

a. China’s use of intelligence

b. Ministry of State Security: Organizational structure, Foreign operations, Domestic operations, Agent recruitment methods

c. Military intelligence operations

d. Secondary intelligence operations

· Security Intelligence in Four Democracies

· Intelligence Reforms in the US and other democracies
Team Project: Since intelligence analysis is becoming increasingly dependent on interdisciplinary knowledge sharing and creation, students will be divided into four teams and assigned an analytic project. Each team will produce a written report on their topic and will brief their project findings to the class. The four teams will take the topics of (1) the U. S. Intelligence Community; (2) Chinese intelligence operations; (3) Security intelligence in the European Democracies; and (4) Adversary foreign intelligence operations – Russia, China, and North Korea.

Students should prepare their briefs in the class on either March 26 or April 2, with the PPT presentation and bring the written report on the same day.

Readings:
1. Mark M. Lowenthal, “The Development of the U. S. Intelligence Community,” and “The U. S. Intelligence Community,” Intelligence, op.cit., Chapters 2 – 3, pp. 10 – 23, and 24 – 39.

2. Aspin-Brown Commission, “The Evolution of the U.S. Intelligence Community – An Historical Over View,” Loch K. Johnson and James J. Wirtz, eds., Strategic Intelligence: Windows into a Secret World, an Anthology (Los Angeles: Roxbury Publishing Co., 2004), Chapter 1, pp. 5 – 20.
3. Michael Warner and J. Kenneth McDonald, US Intelligence Community Reform Studies since1947 (Washington, D.C.: Center for the Studies of Intelligence, April 2005), 43 pages.
4. Check the following site to find out various organizations and agencies of the U.S. Intelligence Community.
   http://www.loyola.edu/dept/politics/intel.html; https://www.cia.gov/
5. Nicholas Eftinmiades, Chinese Intelligence Operations (Annapolis: Naval Institute Press,
1994), 117 pages.

6. Peter Chaik ad William Rosenau, Confronting the “Enemy Within”.: Security Intelligence, the Police and Counter-terrorism in Four Democracies (Santa Monica: RAND, 2004), 91 pages.
7. Larry L. Watts, “Intelligence Reform in Europe’s Emerging Democracies,” Studies in Intelligence, Vol. 48, No., 1 (2004), 17 pages.
8. Stephen C. Mercado, “Hermit Surfers of P’yongyang,” ibid. 8 pages.

(April 9-23: 9 hours)
The 4th Session: Intelligence Cycle and Process
This session examines the intelligence cycle that is the process of developing raw information into finished intelligence for policymakers to use in decision-making and action. There are five steps, which constitute the Intelligence Cycle:
(1) Planning and Direction

(2) Collection

(3) Processing

(4) All-Source Analysis and Production

(5) Dissemination

The topics to be discussed in the class will be as followings:

· Intelligence Requirement Process

· Strategic Planning for the Intelligence Supports

· Intelligence Collection: 
A. Human Intelligence vs. Technical Intelligence
B. Sources of intelligence Information

C. Evaluating Evidence

D. Interrelating models

· Spies, machines, and Libraries: collecting the data

· Espionage and Covert Action

· Open Source and Military Capabilities

Readings:
1. Mark M. Lowenthal, “The Intelligence Process – A Macro Look: Who Does What for Whom?” and “Intelligence Process – Collection and the Collection Disciplines,” Intelligence, op.cit. Chapters 4 – 5 , pp. 40 – 52 and 53 – 74.
2. Bruce D. Berkowitz and Allan E. Goodman, “Intelligence ad Planning,“ Strategic Intelligence for American National Security, op.cit., Chapter 2, pp. 30 – 63.
3. Staff Study, House of Representatives, 104th Congress, “Intelligence Requirement
Process,” exerted from IC21: The Intelligence Community of the 21st Century (June 5, 1996), 8 pages.
4. Berkowitz & Goodman, “Intelligence and Collection,” op.cit, Chapter 3, pp. 64 – 84.
5. Robert M. Clark, “Sources of Intelligence Information,” “Populating the Model,” and “Interrelating Models,” Intelligence Analysis: A Target-Centric Approach (Washington, D.C.: CQ Press, 2004), Chapters 4 - 6, pp. 63 – 100, 101 – 136, and 137 – 153. 

6. Shulsky and Schmitt, “Spies Machines, and Libraries,” Strategic Intelligence, op.cit., Chapter 2, pp. 11 – 40.

7. Stanley Kober, “Why Spy? The Use and Misuse of Intelligence,” CAT0 Policy Analysis, No/256 (December 12, 1996), 19 pages. 
8. Herbert Scoville, Jr. “Is Espionage Necessary for Our Security?” Foreign Affairs (April 1976) pp. 482 - 495.
9. G. M. McGill, “The Private Sector Role in Collecting, Processing and Disseminating Intelligence-” Second International Symposium: National Security and National
Competitiveness: Open Source Solutions Proceedings, 1993 Volume II, pp. 113 - 120.
10. Robert D. Steele, The importance of Open Source Intelligence to the Military,” Strategic Intelligence, Johnson and Wirtz (eds.), op.cit., pp. 112 – 119.

11. Stephen C. Mercado, “Sailing the Sea of OSINT in the Information Age: A Venerable Source in a New Era,” Studies in Intelligence, Vol. 48, No. 3 (2004), pp. 45 - 55.

(April 30 -May 14: 9 hours)

The 5th Session: Intelligence Analysis and Estimates
This session will examine the intelligence community interacts in theory and practices, the different types of intelligence, especially current and estimative, and the difference between puzzle and mysteries. It will also look a the role of the US National Intelligence Council in producing joint products and the issue of dissent.

· Intelligence Analysis ad Productions
· Intelligence Failures
· Policymakers perspective on Intelligence analysis

· Analytic Performance: Strategic warning
· Psychology of Intelligence Analysis
A. Our Mental Machinery: Thinking about Thinking
B. Tools for Thinking:: Strategies for Analytical Judgment
C. Cognitive Biases: Biases in Evaluation of Evidence

D. Hindsight Biases in Evaluating Intelligence Reporting

E. Improving Intelligence Analysis

· The Profession of Intelligence Analysis: a Target-Centric Approach
A. Intelligence as a Target-Centric Process
B. Creating a Conceptual Model
Readings:
1. Mark M. Lowenthal, “Intelligence Process – Analysis,” Intelligence, op.cit. Chapter 7, pp. 75 – 98.

2. Bruce D. Berkowitz and Allan E. Goodman, “Analytical Process” Strategic Intelligence for American National Security, op.cit., Chapter 4, pp. 85 - 109.
3. Shulsky and Schmitt, “What Does It All Means? Intelligence Analysis ad Production,” Silent Warfare, op.cit., Chapter 3, pp. 41 – 73.
4. Robert M. Clark, “The Intelligence Process,” “A Synthesis/Analysis Approach to the Target,” and “Creating the Model,” Intelligence Analysis, op.cit., Chapters 1 – 3, pp. 12 – 27, 28 – 38 and 39 – 62.
5. Richard K. Betts, Analysis, War, and Decision: Why Intelligence Failures are Inevitable,” Strategic Intelligence, Johnson and Wirtz (eds.), op.cit., pp. 97-111.

6. Robert D. Blackwell and Jack Davis, “A Policymaker’s Perspective on Intelligence Analysis,” ibid. pp. 120 – 126.

7. Richard J. Heuer, Jr., Psychology of Intelligence Analysis (Center for the Studies of Intelligence, USCIA, 1999), Chapters 4, 5, 9, 11, 13 and 14.
8. Jack Davis, “Sherman Kent and the Profession of Intelligence Analysis,” Occasional Paper Vol. 1, No. 5 (November 2002), (The Sherman Kent Center for Intelligence Analysis), 8 pages.
(May 21 – June 4: 9 hours)
The 6th Session: The Management of Intelligence
This session considers the relationship between policymakers and their Intelligence advisers. Recent events have rekindled fears that intelligence has become politicized. What does this means? What other Problems are common to intelligence-policy relations? Are these problems manageable?

· The Role of the Policy Maker

· Intelligence and National Policy: An Analytic Spectrum
· Conflict Spectrum, Temporal Synthesis/Analysis Spectrum

· Capabilities, Plans, and Intentions 

· Indications and Warning 
· Crisis Management and Operation Support

· Prediction, Predictive Techniques, and Shaping Forces
· Intelligence and Problems of Organization
· Congress as a User of Intelligence
Readings:
1. Mark M. Lowenthal, “The Intelligence Process – The Role of the Policy Maker,” and “The Intelligence Process – Oversight and Accountability,” Intelligence, op.cit. Chapters 9 - 10, pp. 120 – 132 and 133 – 154.
2. Robert M. Clark, “The Analytic Spectrum,” “Prediction,” “Predictive Techniques,” and “Shaping Forces,” Intelligence Analysis, op.cit., Chapters 8, 9, 10, and 11,  pp. 154 – 162, 163 – 183, and 194 – 201, and 202 – 215. 
3. Shulsky and Schmitt, “Guarding the Guardians: Thc Management of Intelligence,” Silent Warfare, op.cit. Chapter 6, pp. 129-158.
4. Berkowitz and Goodman, “Intelligence and Problems of Organization,” Strategic Intelligence for American National Security, op.cit. Chapter 5, pp.110 - 136.
5. Michel Herman, 1telligence and National Action,” Johnson ad Wirtz (eds.), Strategic Intelligence, op.cit. pp. 224 - 233.
6. Jams Murphy and K. Wayne Smith, “Making Intelligence Analysis Responsive to Policy Concerns,” Studies in Intelligence, Vol-17, No. 2 (Summer 1973), pp. 1-6.
7. Jack Davis, ”Paul Wolfowitz on Intelligence-Policy Relations”, Studies in Intelligence, Vol-39, No. 5 (1996), pp. 35 - 42.
8. Robert D. Steele, “Presidential Intelligence”, On Intelligence: Spies and Secrecy in an Open World (AFCEA International Press, 2000), Chapter 13, pp. 269 – 292.

9. Snider L. Britt, ”Congress as a User of Intelligence”, Studies in Intelligence (Spring 1998), pp. 47 - 69.
(June 11: 3 hours)

The 7th Session: Intelligence and Democracy
(Final Review Session)
This session will address various issues related to intelligence oversight and accountability,

the problem of secrecy in an open society, and ethical ad moral questions about fundamental values.
· Intelligence and New Agenda

· Ethical and Moral Issues in Intelligence

· Intelligence Oversight and Accountability
· Intelligence Culture 

Readings:
1. Commission on the Roles ad Capabilities of the US Intelligence Community, “Accountability and Oversight,” in Preparing for the 21st Century:  An Appraisal of U. S. Intelligence (Washington, D.C.: US Government Printing Office, 1996), Chapters 14.
2. Gregory F. Treverton, “Intelligence of Policy,” and “Reshaped Intelligence,” Reshaping National Intelligence for an Age of Information (New York: Cambridge University Press, 2003), Chapters, 6 and 7, pp. 177 – 215 and 216 – 255. 

3. Mark M. Lowenthal, “The New Intelligence Agenda,” and “Ethical and Moral Issues in Intelligence,” Intelligence, op.cit. Chapters 12 and 13, pp. 167 – 183 and 184 – 200.
4. Pckel Kent, “Integrity, Ethics, ad the CIA,” Studies in Intelligence (Spring 1998), pp. 85 - 93.

5. Bruce D. Berkowitz and Allan E. Goodman, “Intelligence Culture and the Future,” Best Truth: Intelligence in the Information Age (New Haven: Yale University Press, 2000), Chapter 6, pp. 147 – 167.
6. Shulsky and Schmitt, “Toward a Theory of Intelligence,” Silent Warfare, op.cit. Chapter 8, pp. 169 – 176.
7. Aris A Pappas and James M. Simon, Jr., “The Intelligence Community: 2001-2015, Daunting Challenges, Hard Decisions,” Studies in Intelligence, Vol. 46, No. 1, (2002), 10 pages
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